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(Common Configuration Enumeration)

AEXI|AH 518 E et oo 2=
51807, Hel ol HE HE |
A RES 7SS St Alx

FHHe = REAVL HFY HES S

H40] Zhs LT,

(ZE AT, =20 MH|A Higkdst §)

1

IT Infra Configuration ZITh

(OS, Networks, DBMS S)

CVE #[9fH

(Common Vulnerabilities and Exposures)

SIEQI = ATEQ0{o] At A|A|,
A QF(H{H) = S

KZ=ALS| B4 THX|E Ed A 7H40|
JtsgLct.

(OS, OHZ2|AH|0| M E 2t HH[0|E EX])

APPlication ZI¢t
(MS, Adobe, Linux, php )

A HH0] Jhser EE FRo 2 FEE0] /IGLICEH

CWE # 2

(Common Weakness Enumeration)
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Task Operation

‘@' Add Target

ﬂﬁ Add Vulnerability

BD) Add Attack Surface

23062396 Target Network: .l




@ Task Summary

Total Health Score Task Progress Information

Task Basic Information
2710220353 1
Run Now
14:28:08 Th Apr 1 2021

15:15:41 Th Apr 1 2021

Task Execution Summary

Vulnerability Attack Path Average Length of the Attack Path: Risk: Attack Path Average Length of the Attack Path

2306/2396 Target Networlkc ] Fast




| severity (2/2) Q

High 5(3333%)

Low 10 { 66.67% )
| Vulnerability Name ( 6/6) |[=| Q

Apache Shera 1.24 DesenalizatoniCVE-2... 4 { 26.6T% )
Cookie without HitpOniy flag et 3 ( 20.00% )
'HTML Form In Redwect Page Dir 3 ( 20.00% )
Chekpacking due to X-Frame-Options No.. 2(1333%)
Content- Security-Policy (C5P) Not Imple... 2(1333%)

Lintix Exim (CVE-2018-6780) 1(667%)
| AttackStatus (1/1) |5 Q

Manyal verification 15 ( 100.00% )
| Vulnerability Type (4/4) = Q

Information Disclosure 8{5333%)
Inseture Deseriakeation(MVA) 4 ( 26.67% )
Configuration 2(1333%)
Buffer Crverfiow 1(667%)
| Targets (6/6) |+ Q

—— el 4(265T% )
e 4 2657% )
r— 2 (13.33%)

Filter : C

2306/2306

Targets

Artack Status

Target Network: .| Fa
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Executive Summary

System Version: ¥3.2.0-20210119  Plugin Library Version: V1.1.7

TASK NAME START TIME END TIME

ransomewarec
heck

TOtal Hea Ith Score Policy: Minimum Score 60

Critical 60 Excellent

i
24

In this task, we have tested 2 IPs and 10 web servers, the
Total Health Score of the target system is 24, this score is
based on 100 scale.it is a comprehensive evaluation
based on multiple factors such as percentage of
vulnerability, attack surface, encrypted traffic etc. This
test system is considered as in a "Risky"(Risky<60;
60<=normal<85; good>=85) condition with the score of
24. The vulnerability found on each asset can be found
in "Asset Detail".

The platform successfully performed 6 exploits. These 6
exploited risks are critical and require immediate
attention. It means a real hacker can easily achieve the
same result. In the "Exploit Details", we provided
information on how it attacked - path, techniques and
actions etc for security team to replicate and fix the
issue.

Among 6 exploits, 67.0% remote command execution,
33.0% credential disclosure.

Jan 22,2021 at 03:27 Jan 22, 2021 at 05:32

TOTAL TIME

2 hours and 5 minutes

STATUS

Success

Risk Weighted Assessment

Critical Business Risk

Total number of targets:

Number of active assets:

Number of active Domains:

Number of attack
surface(s):

Vulnerabilities

1544
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v OS : Linux Server
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http://www.estc.co.kr/
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