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00. Overview
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02. Why ESET?
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04. ESET x Google Play Store
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Google Security Blog
The latest news and insights horm Google on security and satety on the Intemet { .
App Defense Alliance

The App Defense Alliance: Bringing the security industry
together to fight bad apps

The App Defense Alliance is a acllaba raion between Gaogle, ESET, Lakaut, and Zimperium. The App Defence Alliance was araated tc aware
thr satesp of the Google Saly Blace. Together with aur parthar we altm to qubly fisc Partnership Harmful Application(PHAM)
and lobm tham quspkinth ajtnnrkm to pajmakwurp

App Defense Alliance _ _
Parthner of the App Defence Alliace can sorld a requset to the Google Play Product accane reserch to have an app analyaed. The 3PP acanner service then sande book the seah rouath diractty bathe:
patner This direct acmmuclcation alsp altamt GPF be sen sarmer’s saichner services and reoceid neeuts tham the partn 5, This will genersad new app real Intelligence

apps are bxching queued to quish to qublsh, Fortsers will anayes that datesat and act pe ant perter, wital act of oyas prior to an app geing ve on thr Play Stose

Our Partners

of our partners work in the world of endpaint prots nd offer specc tetop t mak and the m

e wild. Then, they analyse thrse apps to understand what makes thamm har

of machirce

Fighting agairist bad actors in the acosystem is a top priarity for Google, but we know

yna
threr are others doing great work to fine and protect against attacks. Our research indicduals and cranzations ageinst those threats.
partners in the mobile security world have built successful teams and technology,
helping us in the fight. Today, we're excited to take this collaboration to the next level,
3
announcing a partnership between Goagle, ESET, Lookout, and Zimperium. It's called Digital Security L k
¢ e ki ookout ZIMPERIUM

the App Defenrise Alliance and together, we're working to stap bad apps before they

reach users' devices.

Source : https://developers.google.com/android/play-protect/app-defense-alliance

Source : https://security.googleblog.com/2019/11/the-app-defense-alliance-bringing.html
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Endpoint Security Enterprise Protection
ESET Endpoint Security

: False Positives 0%
Attack Types
Threat Type Score | Overall Score

E3 General Attack 75

100%
Targeted Attack 25

Protection Accuracy 100% T R — LEARN
—= . = MORE

Legitimate Accuracy 100% m

Total Accuracy 100% | oo™ oow.oAD e
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% SE Labs

Endpoint Security Small Business Protection
ESET Endpoint Security

False Positives 0%

Attack Types
Threat Type Score Overall Score

E3 General Attack 75

100%
Targeted Attack 25
Protection Accuracy 1009% Po— 'ﬁggg
Legitimate Accuracy 100% o= g

Total Accuracy 1000 B—" oowoxoe
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08. AV-comparatives EPR CyberRisk Quadrant

AV-Comparatives EPR CyberRisk Quadrant

EPR CyberRisk Quadrant™
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Figure 1 — Endpoint Prevention and Response (EPR) — ECRQ - Enterprise CyberRisk Quadrant™

5-Year . + [u.rrl pined 5-Year TCO
Active Passive Prevention/Response
Product Product Cost o (Per Agent)
(Per Agent) Response Response Capab1l1.hes X-Axis
Y-Axis
Bitdefender $100 93.9% 100% 96.9% $679
Cisco $158 98.0% 100% 99.0% $737
CrowdStrike 3357 98.0% 100% 99.0% $550
ESET $149 98.0% 100% 99.0% SBﬁn
Palo Alto Networks $210 98.0% 100% 99.0% $403
Vendor A $146 93.9% 100% 96.9% $725
Vendor B $158 93.9% 98.0% 95.9% $1,702
Vendor C $125 93.9% 98.0% 95.9% $1,283
Vendor D $300 98.0% 98.0% 98.0% $1,072

Figure 2 - CyberRisk Quadrant Key Metrics- based on 5000 clients

Endpoint Prevention and Response EHAE

e ESETE AV-comparatives2| EPR HAEO|A ‘M2 2|02 MY E[JSLIC
e EPREAEE= 1}74Q] I 7|t Meojet APT 320 Chet &0 5HS SN OZ et Ch.

e ESET Endpoint Security2| ZE[2{|0]0 EQt 7|&=2 ESET LiveGuard Advanced?| 22tRE HE
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EPR 2021
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Source : http://www.av-comparatives.org
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09. Radicati Market Quadrant

Radicati Market Quadrant

Radicati Market Quadrant™
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10. ESET Server Security for Linux
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11. Global R&D Center
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ESET PROTECT Bundle Tiers
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12. ESET Protect(EP)

ESET Protect(EP)

ESET Protect(EP)= &0l Al ALLHO|| R[X[SF CiFot E2I0|HE
AL SEMALICE EtHQI 22| E Eof A0 M=

H 1=

PROTECT

AE|RR AL HR ESET LiveGuard ZEH AE ds HEH
E K 2ol
o ey HIE Sl
oz el
, ® 1z
’/ e 72
22 HE)

31

EEECEEE

TH 5 31 0

#
ot

HEISOIBS 2R

=

2

A
H0i| Choll A1

Hrope sHx| ESET OFZ2[H 014
100%
75%
50%
27
4 25%
0%

otAl tHE8 e =+

E2ET|gES

0| HE

8 AN O

ESET Support News

ESET PROTECT hotfix version 10.0.14.1 has been released

ESET PROTECT hotfix vers

HAEE

Edpl

o= HH ¢

E|O]M 3 MHE HIX S HERZ 2t

+

sion 10.0.14.1 has been released and

AL

A el

EESTS

v =
zol oy

A =oraE
e

=4 9 sH Je

24l

RSS L|E

O ESET M|&

is available for download.

a2

=3
= L

dre 7let

[ RLEE-JEl

202348 32 102
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13. ESET Endpoint Antivirus
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16. Platform

MSE X2 SHE

ESET Protect(Zd2t2|) ESET Endpoint Antivirus

[2EAIH]

[2SHAH] Windows 7(x86, x64)SP1(MSIHA| Z1R), Windows 8(x86, x64), Windows 8.1(x86, x64),
Windows 10(x64)0|4 Windows Server 2016 x64, 2019 x64, 2022 x64 Windows 10, Windows 11, MAC OS X, Linux Desktop

RHEL Server 7 x64, Ubuntu 18.04.1 LTS x64, Ubuntu 20.04 LTS x64

[BH=RI0f At
Intel/AMD x86-x64 0|4}, RAM 4GB 0|4}, 2GB 0|&t| C|A3 0 37t

St masLc,
< XISt} ESET Server Security for Linux

[2EHH] HAIZE THY A AR H X2

x* SYE2|= M 5 FH| ZA/
% Linuxe| 22 Zf OSE z|4l
% ESET Protect Cloud &2tz

=z |r| Ho

[HE SR AR
Z2AIA Intel®/AMD® x86/x64 4 core0lf, RAM 16GB Ol4}, SSD 200GB 0lAfe| E|A3 019 T2+ RedECETE1215S LS (RATEL) 7 /81 G2t

Ubuntu Server 18.04 LTS / 20.04 LTS / 22.04 LTS 64-bit
Debian 10 /11/12 64-bit

ESET Server Security for WindOWS Server SUSE Linux Enterprise Server (SLES) 15 64-bit

Alma Linux 9 64-bit

Rocky Linux 8 / 9 64-bit

Oracle Linux 8 64-bit

Amazon Linux 2 64-bit

[2EHIA]
Windows Server 2008 R2 SP1(MSIHX| E2), 2012, 2012 R2, 2016, 2019, 2022

[SHERIO] AHRH] [SH=20] AF]

T2 HA Intel®/AMD® x86/x64 0|4} ZE2MIA Intel®/AMD® x84 2 core Ol

RAM 4GB 0|4}, 8t=C|A S 2GB 0[Al2| C|AT O B2t RAM 4GB 0|4, StELC| A3 2GB O|AQ| C|A T 0 R Z7F
(kernel header-‘Ef devel O] 2X| s{{OF AA|ZH ZA|E K| BIL|CE)
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17. Reference

A - 52

TOYOTA 25,000 Nodes HONDA 23,000 Nodes
Canon 29,000 Nodes Panasonic 15,000 Nodes
M=
TOSHIBA 10,000 Nodes Fuji Electric 1,400 Nodes
TSINGTAO 7,000 Nodes Tesla 30,000 Nodes
MH|A TKC Corporation 300,000 Nodes Recruit Holdings 33,079 Nodes
‘A% Police 40,000 Nodes HongKong Poly University 25,000 Nodes
University of Auckland 16,500 Nodes IWATE Medical University 7,750 Nodes
g /33
Junsei Educational Institution 17,200 Nodes University Sains Malaysia 10,000 Nodes
Courts of Justic 12,500 Nodes Directorate of Taxation 35,880 Nodes
Google Z2ALALE Blizzard 6,500 Nodes
IT
CHINA TELECOM 3,000 Nodes NTT DOCOMO, INC 65,000 Nodes
=28 Commercial Bank of Ceylon PLC 6,600 Nodes Jilin Bank 6,000 Nodes
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Address : N2A| S0t SMIZE 167, AS 521. 5223 (EHS. 28 HIEIEN)
Tel:1899-8352 | Fax:02-402-8352

AAH 29| : sales@estc.co.kr

7|=X|® E4=: help.estc.co.kr

2 AFO|E : www.estc.co.kr
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