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Functionality

Radicati Market Quadrant

Mature Players

Top Players

Broadcom @

ESET @
Cisco @

Bitdefender @

Kaspersky @

Trellix @

Palo Alto Networks @

Carbon Black @

Microsoft @

Specialists

Sophos @

Trail Blazers

Strategic Vision
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2t ZHME APT S4 S AHThetL|Cl.
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PROTECT & INSPECTcLoup  ::: & Leamning mode enabled ALL COMPUTERS X @ HELP ¥ A a3z [ LoGour

DASHEOARD Detections & | | Ungrouped v a@i ®©000 s < | |resowen| | | | aporurer PRESETS = || PROTECT® | O () ES ET I n S pect & ES ET E n d pOi nt

COMPUTERS
DETECTIONS (53) SEVERITY PRIORITY RESOLVED < TIME OCCURRED COMPUTER EXECUTABLE PROCESS NAME (ID) @
DETECTIONS ol
ARule Single Character Process Created [E0440] A 20239 98 23Y, @7 11:4448 Caley-HP 0Odat [> 0.dat (18588) /5 s L t I E P x EI I m SF o I
SEARCH ARule Single Character Process Created [E0440] A 2023 98 23, @ 9:12:50 Caley-DT Odat [> 0.dat (34108) /8 e c u r I y n h I —l L
NCIDENTS ARule Single Character Process Created [E0440] A 202301 0% 222, OF 114420  Caley-HP Odat 1> 0dat (1164) /s
ARule Single Character Process Created [E0440] A 202311 0% 222, OF 9:11:41 Caley-DT O.dat > Oudat (17224) /5
Executables
ARule Executable similar to known malware [X0401] A 202311 9% 228, 2T 84725 Crystal ccdaemon.exe > ccdaemon.exe (23976) Nor H F
Scripts .
ARule Single Character Process Created [E0440] A 202319 98 21, 2 1143:13 Caley-HP 0dat [> 0.dat (23176) /3 — E o E
i Questions n L n A l | — h
ARule Single Character Process Created [E0440] A 20231 9% 21%, OF 9:11:26 Caley-DT 0dat > O.dat (7484) /s
More... >
ARue Executable similar to known malware [X0401] A 202301 9% 212, OF 84507 Crystal cedaemon.exe 1> ccdaemon.exe (14780) Nor
- & — = ~ = ol
) ) - . "
BB rowershell engine dll loaded in non-PowerShell process [D1... 1] 202301 9% 20, 2% 504:16 Marketing mousocoreworker.exe D mousocoreworkerexe (4640)  Nor AL P (@)
[BRESSNEES) ©iocked by Anti-Phishing blacklist: hitps:// ] 20231 98 202, 23 333552 KimHyoyeol-DT hal B> whale.exe (14660 -t b c 1 L
ocked by Anti-Phishing blacklist: https://wormg... ] ¥, 23 333 imHyoyeol whale.exe whale.exe (14660) -
(RIS 5i0cked by Anti-Phishing blackiist: https://wormg... [ 20231 9 20, 22 33352 Kimbyoyeol-DT whale.exe [> whale.exe (14660) -t
RIS 5i0cked by Anti-Phishing blackiist: https://wormg... ] 202314 9% 20%, 2= 333552 KimHyoyeol-DT whale.exe I> whale.exe (14660) -t
« e =
(BFEEENEEE) 5iocked by Anti-Phishing blacklist: hitps:/fwormg... ] 20231 9 20%, % 33340 KimHyoyeol DT whale.exe D> whale.exe (14660) -t ° D et e C t I o n R u e 2
— *
RFEEEWEES) ©iocked by Anti-Phishing blacklist: https:/fvormg... 1] 20234 9 20%, 3 33340 KimHyoyeol DT whale.exe 1> whale.exe (14660) —t | — | — |
[BRESSNEES) ciocked by Anti-Phishing blackiist: httpsy/fwormg... [ 20031 98 202, ©F 23340 KimHyoyeol-DT whale.exe 1> whale.exe (14660) -t
[BRRSSEES) eiocked by Anti-Phishing blackiist: https://worm... o 202311 9% 202, 2 33215 KimHyoyeol-DT msedge.exe > msedge.exe (37648) -t
(RIS 5i0cked by Anti-Phishing blackiist: https://wormg... 0 20234 9 20%, 22 33215 Kimbyoyeol-DT msedge.exe [> msedge.exe (37648) -t * I 7 F & E ﬁ E
[ J E —= ——
(RS 5iocked by Anti-Phishing blackiist: hitps://wormg... ] 202311 9% 20%, = 33212 KimHyoyeol- DT msedge.exe 1> msedge.exe (37648) -t = I — | L I I
[ERESSNEEER) Elocked by Anti-Phishing blacklist: hitps:/fwormg... 1] 202311 9% 202, 2% 331:44 KimHyoyeol-DT msedge.exe > msedge.exe (37648) =i

: PROTECT& |NSPECTCLOUD EEE & Learning mode enabled

B8 | soarD . Hi=tHE E=old

. 25 FEM L.
Detections RULES 4 AD 1 ® 00 B

e L) computers
(=0 COLLAPSE
RULES (9) / DETECTIONS (21) COUNT SEVERITY PRIORITY OCCURRENC... RESOLVED
A DETECTIONS
ASingle Character Process Created [E0440] ] A
p SEARCH A Executable similar to known malware [X0401] 1 A
[Ero INCIDENTS M Applnit_Dlis registry was modified [AD101a] 3 Fiy
A Print processor registry was modified by suspicious process [AD146] 1 Fiy
=] Executables
M Suspicious Nvidia Signed module was dropped [E0464] 1 A
Scripts
M Detected by an ESET endpoint security product 3 A
Iy Questions
A\ File with extension used by Win32/Filecoder.STOP has been written... 1 Fiy
More... >
M Scheduled Task ComObject Created via PowerShell [E0902] 2 Fiy
M Explorer.exe executed script process [A0402] 1 A



PROTECT & INSPECT cLoup

== DASHBOARD BACK 2% > FotTech  » [J02leptop > (ClCaleyHP > | [>0dat > [Jodat
@ COMPUTERS
A Smgle Character Process Created [E0440] 0.dat
Suspicious process creation and process manipulation —) Unknown
A DETECTIONS
p Event () ProcessCreated
SEARCH n
B e SHA-1 E824BF 4B7220561391 388 ACEDE - 61
corporation\nvcontainer\nvcontaine
Tja INCIDENTS rexe Signature type Trusted
Signer name NVIDIA Corporaticn
F.o L o x
il Occurred 31311\?\34.5 20239 92 23%, 23 R A
F  Scipts e e Medium: O.dat First seen 11417 - 20231 0 232, ©F
9:12:50
@ d li 15
) Questions ommandiine "c;\Bsers\EsTC\AppDa A Last executed 8AIZHT - 2023\ 9 232, @
DIAVNvBackend” Hikeai
More... 5
Username caley-hphestc
ESET LiveGrid® Caley-HP
Select tags
Parent group 02. Laptop
. o ) B _ e _ r A AT
ﬂ Single Character Process Created [E0440]
SLI SFII CIOUS FI rocess creation a nd FI nCess ma f'IIFILI Iatmn
PR o
Event '1,1' ProcessCreated !
2%PROGRAMEFILES e \nvidia
corporation\nvcontainer\nvcontainer.exe
=} CF
Occurred of F 3 - 20233 92 232 27 9:12:50
Occurrences Total 1

Triggering process

Command line 5 /p

Username

() Resolved 0

MMedium: O.dat

"CAUsers\Caley\AppData' Local\NVIDIA\NvBackend”

caley-dt\caley

@ Learning mode enabled

DISABLED @ HELP ¥ A gax [ LoGoutr

+ D’ smss.exe (856)

+ [ wininitexe (1076)

+ D" services.exe (1148)

+ [>4 nvcontainer.exe (7332)

ol D nvcontainer.exe (1476}

gle Character Process Created [E0440]
D nvoawrappercache.exe (1584)
|> nvoawrappercache.exe (3040)
— [> nvshim.exe (12584)

D conhost.exe (19832)

EFX|El Process 2| AHM| MHE Z0l
ESET LiveGrid(‘H = A
o 2 M| A0 CHet 2H/d o5 O
T2 MA EES

A

Child Process 22t £t7| =tol

¥

+ D" smss.exe (984)

+ I}* wininit.exe (1012}

+ [}* services.exe [(1080)

+ [}* nvcontainer.exe (4592)

+ I:‘) nvcontainer.exe (17940)

Single Character Process

[} nvoawrappercache.exe (35416)

Created [E0440]




PROTECT & INSPECT cLoup

I

Il

D

DASHBOARD

=

COMPUTERS

DETECTIONS

SEARCH

INCIDENTS
Executables
Scripts
Questions

More...

COLLAPSE

FILTER

PROCESS (8341)

1> U.dat [18588)
[>0.dat (18588)
[> 0.dat (18588)
[> O.dat (18588)
[> 0.dat (18588)
[>0.dat (18588)
[> 0.dat (18588)
[> 0.dat (18588)
[> 0.dat (18588)
[> 0.dat (18588)
[> O.dat (18588)
[> O.dat (18588)
[> 0.dat (18588)
[>0.dat (18588)
[> 0.dat (18588)
[> 0.dat (18588)
[> 0.dat (18588)
[> 0.dat (18588)
[> O.dat (18588)
[> O.dat (18588)

[> 0.dat (18588)

-1 MINUTE

==

> [301.Tech

+1 MINUTE

> oz

-1 HOUR

.laptop  » [CJCaley-HP > [>]odat

1) Raw events

TIMESTAMP

2023 93 238, 29 114452
20230 92 239, @ 11:44:52
20235 92 232, 27 11:44:52
20235 92 23, 27 11:44:52
20235 92 232, 27 11:44:52
20239 92 23, 23 11:44:52
20238 92 23, 2F 11:44:52
20239 92 23Y, 27 11:44:52
20235 92 23Y, 27 11:44:52
20235 92 232, 27 11:44:52
20235 92 232, 27 11:44:52
20235 92 23, 27 11:44:52
20235 92 232, 27 11:44:52
20239 92 23, 23 11:44:52
20238 92 23, 2F 11:44:52
20239 92 23Y, 27 11:44:52
20230 92 239, @ 11:44:52
20235 92 232, 27 11:44:52
20235 92 232, 27 11:44:52
20235 92 232, 27 11:44:53

20235 92 232, 27 11:44:53

+1 HOUR GOTO

OPERATION

hlelruncated {on open)
FileWrite

FileTruncated {on open)
FileWrite

FileTruncated (on open)
FileWrite

FileTruncated (on open)
FileWrite

FileTruncated (on open)
FileWrite

FileTruncated (on open)
FileWrite

FileTruncated (on open)
FileWrite

FileTruncated (on open)
ExecutableDrop
FileWrite

FileTruncated {on open)
ExecutableDrop
FileWrite

ProcessTerminate

WENTS

ARGUMENT

YaLOCALAPPUAIAY\madia\nvbackend\applicationontola
“LOCALAPPDATA%\nvidia\nvbackend\applicationontola
JLOCALAPPDATA%\nvidia\nvbackend\applicationontole
H%LOCALAPPDATA%\nvidia\nvbackend\applicationontola
HLOCALAPPDATA%\nvidia\nvbackend\applicationontola
LOCALAPPDATAZG\nvidia\nvbackend\applicationontola
6L OCALAPPDATAZ\nvidia\nvbackend\applicationontola
6L OCALAPPDATAZ\nvidia\nvbackend\applicationontola
el OCALAPPDATA%\nvidia\nvbackend\applicationontola
JLOCALAPPDATA%\nvidia\nvbackend\applicationontolc
%LOCALAPPDATA\nvidia\nvbackend\applicationontolc
H%LOCALAPPDATA%\nvidia\nvbackend\applicationontolg
HLOCALAPPDATA%\nvidia\nvbackend\applicationontolg
HLOCALAPPDATAZ\nvidia\nvbackend\applicationontolg
6L OCALAPPDATAZ\nvidia\nvbackend\applicationontolg
L OCALAPPDATA%\nvidia\nvbackend\applicationontola
“LOCALAPPDATA%\nvidia\nvbackend\applicationontolc
JLOCALAPPDATA%\nvidia\nvbackend\applicationontolc
%LOCALAPPDATA\nvidia\nvbackend\applicationontolc
H%LOCALAPPDATA%\nvidia\nvbackend\applicationontolg

HLOCALAPPDATA%\nvidia\nvbackend\dac\33323522\0.

Learning mode enabled

ALL COMPUTERS X

[ LoGoutr

@ Hewp = A

il
o
|23

+ D* smss.exe (856)
+ [ wininitexe (1076)
+ [)" services.exe (1148)
+ [ nvcontainer.exe (7332)

ol D nvcontainer.exe (1476}

b nvoawrappercache.exe (1584)
|> nvoawrappercache.exe (3040)
— [> nvshim.exe (12584)

D conhost.exe (19832)

OF
N
Jfu
i
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PROTECT & INSPECT  ::: © QuESTIONS ° ESET |n5p9Ct% §I-*o-lﬁl' -6|;|- I AI-'g'xl-gl

= =450 XIS2=E X 2|
s

-n

Questions | STATUS = | Active v | X ADD FILTER

DESCRIFTION (48) STATUS ~ TIMESTAMP

Learning mode created an automatic exclusion for the following rule: Large Registry value set [F0102] Review the created .| Active 20231 88 222 2 12:00:03 o

Learning mode created an automatic exclusion for the foll rule: User account-related files read by an unusual proce...  Active 20231 82 228, 27 12:00:03

0o o b £
ot
Jio
mjo
4 o

o~
Learning mode created an automatic exclusion for the following Me: Common AutoStart registry modified by reg.exe [A...  Active 20239 82 222, 23 12:00:03 P Qu e St i o n E H ml M I } E I1I gl * x+ o P E MI
(— | o - © ™
Learning mode created an automatic exclusion for the following rule: opular process executed from a Scheduled Task...  Active 20239 88 222, 28 12:00:03
Learning mode created an automatic exclusion for the following rule: Suspi®gus process has written HTML file into progr...  Active 20239 88 229, @ 12:00:03 EH '6'“ A EP 7 u 7 | -
T = T o

Learning mode created an automatic exclusion for the following rule: Software vgdor Masquerading [FO456] Review the ...  Active 20231 82 228, 27 12:00:03

=2

S Learning mode created an automatic exclusion for the following rule: Microsoft Office\Jrusted Locations Registry Modific...  Active 20239 82 229, 27 12:00:03
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Review the created exclusion and verify if it works as expected.
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